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PREFACE 
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS 
MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, 
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE 
ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR 
IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY 
PRODUCTS.  
 
THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING 
PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE 
PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE 
UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT 
YOUR CISCO REPRESENTATIVE FOR A COPY.  
 
The Cisco implementation of TCP header compression is an adaptation of a program developed 
by the University of California, Berkeley (UCB) as part of UCB’s public domain version of the 
UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of 
California.  

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND 
SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO 
AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR 
IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS 
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE 
OF DEALING, USAGE, OR TRADE PRACTICE.  

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, 
SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT 
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE 
OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  

Any Internet Protocol (IP) addresses and phone numbers used in this document are not 
intended to be actual addresses and phone numbers. Any examples, command display output, 
network topology diagrams, and other figures included in the document are shown for illustrative 
purposes only. Any use of actual IP addresses or phone numbers in illustrative content is 
unintentional and coincidental.  

All printed copies and duplicate soft copies are considered un-Controlled copies and the original 
on-line version should be referred to for latest version.  

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are 
listed on the Cisco website at www.cisco.com/go/offices. 
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1.0  Introduction 
 
CryptoWall 3.0 is a type of malware known as ransomware. Upon infecting the host, the 
malware scans files on the infected host and encrypts them with a 2048 byte RSA 
public key encryption, making the files inaccessible. Once the files are encrypted, 
CryptoWall opens Notepad and displays instructions on how to decrypt the files. The 
instructions demand that you pay a ransom to purchase the decryption program. The 
ransom is initially $500; after a week the ransom increases to $1,000 and must be paid 
in Bitcoin. 
 
The following scenario describes an encounter with a CryptoWall infection in the wild, in 
which FireAMP is first used to detect anomalous activity on the endpoint, and is then 
used to trace the attack back to its initial infection vector. 
 
IMPORTANT! 
In the following scenario the policy for the FireAMP Connector was set to audit-only 
mode to show the full range of actions malicious files could take and how each action is 
recorded and displayed by FireAMP. Audit mode will cause FireAMP to not terminate 
malicious processes or quarantine malicious files. 
 

2.0  The Attack 
 
The attack is a simple yet effective use of the macro functionality within a Microsoft 
Word document. It is delivered through a spear-phishing e-mail attack that downloads 
and executes a payload. The payload performs a number of dropping tasks that 
eventually lead to a CryptoWall infection. 
 

3.0  Detection and Remediation 
 
When you login to the FireAMP Console, the first page you see is the Dashboard 
Overview. This page displays recent file and network detection events from your 
FireAMP Connectors. It’s a convenient summary of the major trouble spots in your 
FireAMP deployment that allows you to perform triage to determine which computers 
are in most need of immediate attention. 
 
The Indications of Compromise on the Dashboard Overview helps with triage by listing 
computers with multiple events or separate events that correlate with certain types of 
infections. In our scenario we see that the top computers with indications of compromise 
have experienced Generic IOC detections. 
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Since computers at the top of the list are considered to have more severe compromise 
indicators than those lower on the list, we’ll start at the top.  
 
Click the information icon next to the computer name in the list, and select Device 
Trajectory to begin the incident response process. 
 

3.1  Tracing Back 
 
Upon opening the Device Trajectory for one of the Generic IOC Detections we see an 
Indication of Compromise due to a suspicious URL being accessed (gate.php): 
 
 

 
 
 
The event is coming from msiexec.exe – normally used to install MSI installers. In this 
case, it is making suspicious and regular outgoing connections, hitting shady websites. 
We can conclude is it infected and likely running malicious code.  
 
In addition, we can see another Indicator of Compromise associated with svchost.exe 
that is behaving suspiciously. It is accessing a number of WordPress websites: 
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The Research & Efficacy Team has found a URL pattern that is associated with 
CryptoWall campaigns, and they have released an Indicator of Compromise to detect it. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The associated URL connection being made by svchost.exe that triggered the 
aforementioned IOCs is highlighted within the Device Trajectory: 
 
We later see that svchost.exe has also created and executed a suspicious binary 
through WmiPrvSE.exe – a recent malware trick to hide the parent of an execution: 
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Clearly, svchost.exe is also infected. The system appears to have been compromised 
with at least two infected processes: msiexec.exe and svchost.exe. 
 
Returning to our compromise, we need to find how all of this started. 
 

3.2  How It Started 
 
Tracing back, we see that msiexec.exe created and executed two malicious files that 
have random but similar names ( kb[numeric].exe ): 
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The source of the kb binaries can be seen from surrounding network connections, for 
example: 
 

 
 
 
Tracing further back, we see that msiexec.exe was launched by a file with a random 
looking name (msfffu.exe): 
 

 
 
This is unusual, anomalous, and likely due to process hollowing – it confirms our 
suspicions that msiexec.exe has been actually running malicious code.  
 
We now have the next link to trace back even further: 
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We can see that msfffu.exe was created and executed by winword.exe: 
 

 
 
 
Looking back further, we can also see that msfffu.exe was downloaded from a 
suspicious domain (promservice1999.xyz): 
 

 
 
 
Clearly, Microsoft Word has been compromised here – it was either exploited, or it was 
used to open a malicious macro-laced document. Going back to the start of the 
winword.exe process, we see that a document was created, and winword was likely 
launched to open it: 
 
 

 
 
 
This document is named fattura-6446331.doc, which translates to “invoice-
6446331.doc” in Italian. Similarly named documents have been seen in several spear-
phishing attacks, so it confirms our suspicions that this document was the original attack 
vector. 
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While the connector could not get a handle on the parent process, we know it was 
Microsoft Outlook based on the path of the document: 
 

 
 
 
At this stage, we have the following information: 
 

a. The host is breached. 
b. The breach started with a Word document. 
c. The Word document was received in an enticing email. 

 
This is a typical attack scenario. What we are missing are details of what kind of 
malware has infected the host. To see the full range of behaviors, the file can be 
fetched and submitted to Threat Grid for analysis: 
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It becomes evident very quickly that this sample is malicious once it is submitted and 
analyzed by Threat Grid: The Threat Score is 100.  
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We see that at some point the sample has triggered a behavioral indicator, indicating it 
is CryptoWall 3.0. Cisco’s Talos has published an excellent write up on CryptoWall 3.0 
that can be reviewed for further details on the workings of CryptoWall 3.0:  
 
http://blogs.cisco.com/security/talos/cryptowall-3-0 
 
In the sample we highlight several important aspects that help determine the sample to 
be malicious. It’s important however to realize this is a view of several pieces of the 
puzzle combined in a full execution. We have the document, and the components the 
document drops.   
 
We highlight the two main components of the document, which, by itself would cause 
this sample to be deemed malicious:  
1) Creating an executable 
2) Establishing network communications 
 
Next we find evidence consistent with that of ransomware: we generally find all variants 
of ransomware deleting shadow copies, which would otherwise allow for the recovery of 
encrypted content. In the event a sample is submitted which does not match the 
behavioral indicators specific to a family of malware, if this indicator is present the 
malware is likely a ransomware variant.  
 
In addition to the deletion of shadow copies, we find a process making calls to the 
Windows utility bcdedit.exe, modifying the boot options on the host:  
 

 
 
 
In this case, it is setting the system to ignore failures, and disabling recovery mode on 
the workstation.  
 
 
We also find that both MSIExec and Explorer have added persistence components: 
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Network Traffic is presented in Threat Grid reports in the order it was seen in the packet 
capture. The first item we see is the downloading of document1.exe, which is the 
executable downloaded by the document that triggered our earlier indicator in AMP:  
 
 

 
 
The document1.exe download and execution is followed by a request for what appears 
to be a certificate: 
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Then we see a request for an additional binary called newsecur.exe:  
 
 

 
 
 
This is the original domain that triggered the AMP Event: 
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We don’t see all the same domains in the sample run in Threat Grid that we did from the 
AMP Device Trajectory. This is due largely to the behavior of CryptoWall 3.0 rotating 
through a list of domains that it contacts for its Command & Control. This observation is 
present in the last 3 requests made by the workstation where the URL Path indicates it 
is communicating with a PHP file on a website that has WordPress installed, and very 
closely matches that of the observed URL Pattern in the AMP Compromise:  
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Pivoting in Threat Grid gives us greater visibility into the global data set. We can quickly 
identify additional samples, and from them gather additional resources in our efforts to 
remediate and block attacks.  
 
The first domain does not yield much information, in fact the only related sample listed 
is that of the sample we were just analyzing.  
 
Pivoting on the domain responsible for the certificate request we find a large number of 
related samples: 
 
https://panacea.threatgrid.com/domains/studiofinaxtec.info 
 
 

 
 
 
We also find the original domain responsible for the gate.php generic indicator in AMP 
containing quite a few related samples:  
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Each of the related samples to flashtamp.info has a threat score of about 95, meaning 
the disposition of the sample will automatically be changed in AMP to Malicious. 
 
The process listing provides a lot of information, but when large quantities of processes 
are present it can sometimes be difficult to decipher what is going on. An often-
overlooked component of the Threat Grid Reports is the process graph, which displays 
this information visually: 
 
https://panacea.threatgrid.com/samples/27c70f9894ba84d0f5ccde442e0a70bd/viz/proc
esses.html 
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Our original sample’s parent is highlighted in red, and we can see the execution path for 
this process launching additional processes.  
 
We also see four additional paths of execution: CryptoWall 3.0 injects into the 
svchost.exe process through the services process. The code injected inside the 
svchost.exe process implements the main malware functionality.  
 
After viewing the process graph we get a clear execution path, providing more details 
surrounding what happened.  
 
Analyzing the Artifacts we find that svchost.exe has started modifying the files on disk. It 
starts by making a new entry in the root of every directory: 
 
 

 
 
 
Then we find that svchost.exe starts modifying all the files on the system by encrypting 
them. This results in all files becoming just data and therefore can-not be opened in any 
application:  
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Threat Grid allows us to download any of the artifacts presented in the report through 
the artifact page or a simple Download Button on the right hand side of the artifact.  
 
 

 
 
 
This allows us to view the contents of any of the files, or take them off line for further, 
manual analysis.  
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3.3 Remediation 
 
We can use the information derived from the Threat Grid report to identify further 
infections within our environment. As you can see, the domain has been indexed within 
a number of matching file analysis runs: 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



CryptoWall – September 2015 
3.0  Detection and Remediation 
 

Cisco Systems, Inc. www.cisco.com 

20 

It appears as though this domain is being contacted by another machine within the 
environment. We can blacklist its associated IP address to be blocked by creating a 
new blacklist: 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Using further information from the Threat Grid report we can create an OpenIOC that 
will identify infections using registry attributes. Threat Grid has identified the sample 
creating two autorun registry entries pointing to a randomly generated filename within 
the C:\Documents and Settings\Administrator\Application Data\ and \b7f99a1\ 
directories. This is fairly uncommon behavior, as legitimate applications should reside 
within the Program Files directory for startup purposes. The attributes can be defined as 
follows: 

Subsequent runs indicate that the file/folder name is 7 random hexadecimal characters 
in each of these locations as was defined within the regular expression above. This 
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alone could possibly result in false positives, as this doesn’t necessarily imply that a 
CryptoWall infection resides on the system. To narrow our search space we can look for 
further information that is less likely to correspond to legitimate PE executables. Threat 
Grid has also identified that the executable within this directory has imported 
IsDebuggerPresent, which is typically used by malware to check whether it is being 
debugged. If we dropdown all of the executables involved we see the following: 
 
 

 
 

This can be added to our OpenIOC as follows: 
 

 
Both executables being pointed to by registry run keys are importing this. FireAMP 
provides two options for OpenIOC scanning. Flash Scans take much less time as 
they’re only collecting a subset of attributes on the system. One of the recent 
enhancements to Flash Scan collections was to collect the executables residing at the 
path of registry run keys. We can use this to our advantage if we want to perform a 
quick check for this malware throughout the environment.  
 
Alternatively, a Full Scan will collect all system attributes that are currently supported. 
This includes all filenames on the system. Within the Threat Grid report we see a 
ransom note being written that contains this filename: HELP_DECRYPT.HTML. We can 
add this to our OpenIOC within our OR statement that will be triggered from a Full Scan: 
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Now that our OpenIOC has come together we can initiate an Endpoint IOC flash scan: 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
To which we receive a hit within our environment: 
 
 

 
 
 
 

 
 
If we click on the “View All” button we can see what hit within this IOC: 
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Clicking on “View Source” provides us with highlights within the XML: 
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4.0  Summary: 
 

 
 
We determined through device trajectory in AMP that the delivery method of this attack 
was a document labeled invoice (in Italian). The exploitation vector was through 
Microsoft Word’s execution of macros in the document file. 
 
We identified the Command & Control being used in the actively compromised host, and 
identified additional domains and URL paths through Threat Grid analysis.  
 
Through analysis in Threat Grid we also identified the actions of the payloads.  
 
We were then able to remediate further infections by creating a black list, and by 
identifying any other infections within the environment using Endpoint IOCs. 
 
The created Endpoint IOC is available in its entirety here: 
 
http://immunet-janus-helpdoc.s3.amazonaws.com/Sample%20IOCs/CryptoWallDropper.ioc 
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