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Introduction

This attack scenario replicates an "in the wild" infection of PlugX, also known as Korplug, which is a Remote Access Tool (RAT). PlugX
has been detected in targeted attacks not only against military, government, and political organizations but also against regular companies.
PlugX delivers three file components and exploits DLL search/load ordering. The three files are a legitimate (usually digitally signed) file,
a malicious DLL that is loaded by the legitimate file, and a binary file that contains the malicious code loaded by the DLL. PlugX's
capabilities include copying, creating, modifying, and opening files, logging keystrokes and active windows, logging off the current user,
restarting/rebooting the affected system, creating, modifying and/or deleting registry values, capturing video or screenshots of user activity,
setting connections, and terminating processes.

Important! In the following scenario the policy for the AMP for Endpoints Connector was set to audit-only mode to show the full range of
actions malicious files could take and how each action is recorded and displayed by AMP for Endpoints.
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The Attack

The attack starts when the victim visits a website exploiting a vulnerability in Internet Explorer. The exploit payload downloads and executes
a PlugX variant, which uses a digitally signed McAfee executable to load and launch a malicious DLL file.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4969
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Detection and Remediation

When you log in to the AMP for Endpoints Console the first page you see is the Dashboard Overview. This page shows you recent file and
network detection events from your AMP for Endpoints Connectors. It’s a convenient summary of the major trouble spots in your AMP for
Endpoints deployment that allows you to perform triage to determine which computers are in most need of immediate attention.

The Indications of Compromise on the Dashboard Overview helps with triage by listing computers with multiple events or separate events
that correlate with certain types of infections. In our scenario we see that the top computers with indications of compromise have
experienced file detections.

Since computers at the top of the list are considered to have more severe compromise indicators than those lower on the list, we’ll start at
the top. Click the information icon next to the computer name in the list and select Device Trajectory to begin the incident response process.

Tracing Backwards

When we first look at the Device Trajectory for this computer, we immediately see obvious signs that it has been compromised since there
is a red entry in the file list on the left, indicating known malware detections.

recoverystor....dat [OLE2] -
ps.exe [PE] 5

ps.exe [PE] -

mcvsmap.exe [PE]
iexplore.exe [PE] -
{38a524€2-0....dat [OLE2] -
svchost.exe [PE]

In the most recent events - those furthest to the right - we see connections being made by svchost.exe to 195.154.152.70 on port 443. This
is suspicious as it is abnormal for svchost.exe to be making these kind of connections.

~ ~ x

ps.exe [PE] 5o % ....... - -
ps.exe [PE] —— Outgoing connection from svchost.exe [common filename], 5.1.2600.5512 X
1cvsmap.exe [PE] - ()———— (791 0ebc..13cdd5) [PE Executable] at TCP port 1668 to 195.154.152.70 port

iexplore.exe [PE]
22-0....dat [OLE2]
svchost.exe [PE]

.| 443,

Sg

Unknown disposition.
Benign process disposition.

At 2015-08-24 19:03:16 UTC [ more details ]

Tracing back further we see a creation event for the malicious 'McUtil.DLL' DLL file being detected as "W32.Trojan.PlugX.72.tht. VRT'
created by the clean (highlighted in green) 'mcvsmap.exe' file in the 'C:\Documents and Settings\All Users\VirusMap\' directory.

Detected W32.Trojan.PlugX.72.tht.VRT as McUtil.DLL X
(0a99238..e5ca48) [PE Executable] .

Created by mcvsmap.exe, McAfee VirusScan APl 13.11.0.0
(ae16e10..e84096) [PE Executable] executing as u@JAMES-6DFOC5025.

The file was not quarantined. In audit only mode.

At 2015-08-27 19:07:43 UTC [ more details ]
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Detection and Remediation

Continuing to trace back we see the execution of 'mcvsmap.exe' by an executable called 'ps.exe’ that is being detected as
'W32.Trojan.PlugX.72.tht. VRT'. This is common practice for malware authors to identify and utilize legitimate signed executables that do
not perform authenticity checks on DLL files being loaded, which they exploit to load their own malicious DLL files (in this instance the
malicious DLL file has been identified as McUtil.DLL).

2rystor....dat [OLE2] n

ps.exe [PE] 5 % % ....... % x
ps.exe [PE] L n %@ -
g 45 ¢ 3
iexplore.exe [PE] OO
24e2-0....dat [OLE2] .-------- mcvsmap.exe, McAfee VirusScan API 13.11.0.0 (ae16e10..e84096) [PE X

svchost.exe [PE]
Executable] was Executed by ps.exe (ff4592e..aa8cae) [PE Executable].

Benign disposition.
Unknown parent disposition.

At 2015-08-24 19:03:14 UTC [ more details ]

Prior to this we see that 'ps.exe' was created and executed by iexplore.exe, which is indicative that the browser was compromised providing
the attacker with code execution that they used to download and execute the malicious PlugX payload.

2rystor....dat [OLE2] I

ps.exe [PE] = | DR N s A s e R e
5 ao B ® e
mcvsmap.exe [PE] ¥ () x r> ) 3 .
ZAJ:XgIOT:)[(;EEE © é ps.exe (ff4592e..aa8cae) [PE Executable] was Created by iexplore.exe, X fc
svchost.exe [PE] Windows® Internet Explorer 8.0.6001.18702 (b18a0d4..b786e6) [PE
Executable].
Unknown disposition.
Benign parent disposition.
At2015-08-24 19:02:13 UTC [ more details ]

If we continue to trace back we can find the initial point of compromise which was a visit to 'http://www.nod32XX.com/Exploit.html' using
Internet Explorer.

mcvsmap.exe [PE] @ @
ps.exe [PE] b D--P—= T D——
rrystor....dat [OLE2] @ X X 'Y y g 'y ‘
iexplore.exe [PE] O O L —
14e2-0....dat [OLE2] YN
ps.exe [PE] Outgoing connection from iexplore.exe [common filename], Windows® x

svehost.exe [PE] Internet Explorer 8.0.6001.18702 (b18a0d4..b786e6) [PE Executable] to
http://nod32XX.com/Exploit.html (30.85.233.101 port 80).
Unknown disposition.

Benign process disposition.

At 2015-06-02 22:17:59 UTC [ more details ]

The above demonstrates a PlugX infection via browser exploitation, in which PlugX drops a legitimate McAfee binary and a malicious DLL
for it to load. Once loaded PlugX injects into svchost.exe and proceeds to contact its command and control server at '195.154.152.70".

Remediation

In order to prevent any further malicious command and control communications, a remediation step would include the blacklisting of TP
address 195.154.152.70. In order to identify any further infections of PlugX within your enterprise you can also upload the
PlugXRunMethodDetected.ioc Endpoint IOC and perform a scheduled, or on-demand Endpoint IOC Flash Scan. The Endpoint IOC
provided checks for the presence of a service called 'VIRUSMAP'. This is done by checking the Windows registry path
'SYSTEM\CONTROLSETO01\SERVICES\VIRUSMAP' for the 'ImagePath' key. What this key specifies is the path for the service
executable to be executed on start up. In the case of PlugX this is the legitimate "VirusMap\mcvsmap.exe' executable being abused to load
the malicious PlugX DLL 'McUtil.DLL'. This IOC also checks for the presence of the 'msiexec.exe' process, which is not necessarily
malicious in and of itself, but this is the final process PlugX injects into upon infection.


http://immunet-janus-helpdoc.s3.amazonaws.com/Sample%20IOCs/PlugXRunMethodDetected.ioc
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