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AMP FOR ENDPOINTS SSO FOR ACTIVE DIRECTORY

Overview

The AMP for Endpoints Single Sign-On (SSO) feature streamlines the user login process while enhancing security. This user guide will
help you configure your AMP for Endpoints Console to use SSO with Active Directory.

Set Up Active Directory 2012 ADFS

This guide assumes you have already completed your Active Directory Federation Service (ADFS) connection with the AMP for Endpoints
Console. There are additional steps required to complete the setup.

For additional information on setting up and using ADFS see the AD FS Content Map Technet Article.

Add a Relying Party Trust

Once you have set up the ADFS connection, the connection between ADFS and the AMP for Endpoints console is defined using a Relying
Party Trust (RPT).

1. Select the Relying Party Trusts folder from ADFS Management and add a new Relying Party Trust from the Actions sidebar.
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2. Click Start on the wizard to begin the setup.
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3. Choose Import data about the relying party published online and enter the entity ID URL. In the example shown, this is:
https://auth.amp.cisco.com/auth/metadata/service_provider.

Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying pary:

@ Welcome
0at (®) Import data about the relying party published online or on a local network.
8/ Select Defn Sce Use this option to import the necessary data and certficates from a relying party organization that publishes

@ Configure Multifactor its federation metadata online or on a local
Authentication Now?
Federation metadata address (host name or URL):
@ Choose Issuance - - - —
Authorization Rules [ ittps://auth amp cisco com/auth service_provided |
@ Readyto Add Trust Example: fs.contoso.com or hittps://www contoso.com/app
@ Finish O Import data about the relying party from a file

Useﬂ'lsonbmtcmmhmwduamdmﬁouuﬁwadmgnaﬁwmz&mﬂuhu
to a file. Ensure that this file is from a trusted source. This wizard will not

vaidueﬂﬂemceofﬂ'veﬁe
Federation iata file location:
| | Browse...
() Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.
<Previous | | Nedt> || Cancel
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4. Click Next and verify the Display name (ensuring it is one that you will recognize in the future), along with any notes you my want to
make.

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
@ Welcome Display name:

@ Select Data Source |bah.a'rp.dw0.com

@ Specify Display Name Notes:

@ Corfigure Muttifactor P
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

| <Previous || Nedt> || Cancel |

5. On the next screen, you can configure multi-factor authentication but it is not required at this stage. Click Next.
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6. On the Choose Issuance Authorization Rules screen, select Permit all users to access the relying party. Click Next.

Choose Issuance Authorization Rules

Steps Issuance authorization rules detemmine whether a user is pemitted to receive claims for the relying party.

@ Welcome Choose one of the following options for the initial behavior of this relying party’s issuance authorization rules.

® Select Data Source (®) Pemit all users to access this relying party

@ Specify Display Name The issuance authorization rules will be corfigured to permit all users to access this relying party. The relying

@ Configure Multifactor party service or application may still deny the user access.

Authentication Now?
cation How () Deny all users access to this relying party
@ Choose lssuance The - wil S
Authorization Rules issuance authorization rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.
@ Readyto Add Trust

Finish
L You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

| <Previous || Nedt> || Cancel |

7. Configuration of the relying party trust is now complete. On the Advanced tab select SHA-256 for the Secure hash algorithm.

Ready to Add Trust
Stony The refying party trust has been configured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.
@ Select Data Source |E Io._._ I_- 'G&'ﬂslr. I"A—-—‘ IM”|Mvmd EIZ
@ Specify Display Name
@ Configure Mutifactor Specify the secure hash algorithm to use for this relying party trust.,

Authentication Now? 5 hash : |SHA—256 v|
@ Choose |ssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

< Previous | | Nexd > | | Cancel




AMP for Endpoints SSO for Active Directory

Set Up Active Directory 2012 ADFS

8. On the Monitoring tab make sure the metadata URL is correct..

Ready to Add Trust

Soes The refying party trust has been configured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.

@ Select Data Source MWQ“I i IE t Iﬁ-" I pted Cl |". I,:_IM‘I,
@ Specify Display Name Speciy the monkoring settings for this relying party brust.

@ Configure Muttifactor Relying party’s federation metadata URL:

Authentication Now?

[hitps://auth amp. cisco.com/auth/metadata/service _provider |

@ Choose Issuance

Authorization Rules Monitor relying party

@ Readyto Add Trust
@ Finish Automatically update relying party
This relying party’s federati Jata data was last checked on:
6/5/2017
This relying party was last updated from federati ata on:
6/5/2017
| <Previous | | Ned> || Cancel

9. On the Encryption tab verify the certificate information.

Ready to Add Trust

Soes The refying party trust has been configured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.
@ Select Data Source M{I‘hglli fi Wlﬁ.___ I'. pted Ol IP- I,:_IM‘I,
@ Specify Display Name T . ficate for this relying party tust.
@ Configure Multifactor X §
Authentication Now? Encryption certficate:
@ Choose lssuance Issuer: CN=Hydrant|D SSL ICA G2, O=HydrantID (Avalanche Cloud Comporation), C=US
Authorization Rules Subject: CN=sso.amp.cisco.com, O="Cisco Systems, Inc.", L=San Jose, S=CA, C=US
@ Readyto Add Trust Effective date:  11/22/2016 8:16:27 AM
@ Finish Expiration date: 11/22/2018 8:16:22 AM

<Previous | | Ned> || Cancel
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10. Check the Endpoints tab. Once you are satisfied that the settings are correct, click Next.

Ready to Add Trust
Steps The relying party trust has been configured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS corfiguration database.
@ Select Data Source |” i IE t Iﬁ-" I pted Cl |". |E'vdpoﬂs NdﬁlemdﬂL
@ Specky Display Neme Specify the endpoints to use for SAML and WS-FederationPassive protocols.
@ Configure Muttifactor

Authentication Now? URL Index Binding  Defaut  Respense URL
@ Choose Issuance SAML A ion C Endpoint:

e s ftps//auth amp cisco com/auth/acs 0RGST T Ves
@ Readyto Add Trust
@ Finish

< m [ D]
| <Previous | | Nedt> || Cancel |

11. On the final screen, click the Open the Edit Claim Rules check box then click Close.

Finish

Sees The reh ADFS database.

S Wekiom ¥e gt 9 o Using the Properties dialog bax in the AD FS Managoment snap+n.
@ Sslect Dats Source
@ Specty Dusplay Name
@ Choose Profie

@ Corfigure Cetiicate
@ Corfigure URL

@ Corfigure dertiers

@ Corfigure Mutifactor
Authertication Now?

@ Choose lssuance
Authorization Rues

@ Readyto Add Trust
@ Frsh
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Create a Claim Rule

1. Inthe Edit Claim Rules dialog, click on Add Rule. This will open the Choose Rule Template screen. In the Claim rule template
drop-down, click Send LDAP Attributes as Claims. Click next to go to the Configure Claim Rule screen.

@ Add Transform Claim Rule Wizard Lx]

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim nule template,
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMName and telephone Number
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. I you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

2. On the Configure Claim Rule screen, select Active Directory as your attribute store. Then do the following:
a. In the first row of the LDAP Attribute column, select E-Mail Addresses.
b. In the first row of the Outgoing Claim Type column, select E-Mail Address.
c. In the second row, of the LDAP Attribute column, select User-Principal Name.

d. Inthe second row of the Outgoing Claim Type column, select UPN.
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3. Click Finish to save the new rule.

Configure Rule

Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be

e issued from the rule
@ Corfi )

Claim rule name:
Get LDAP Attributes

Rule template: Send LDAP Attributes as Claims

Attribute store:

Active Directory v |

Mapping of LDAP attributes to outgoing claim types:

a"gd‘“‘pm;"‘:‘;wﬂs“’d Sheek Outgeing Claim Type (Select or type to add more)
E-Mail-Addresses E-Mail Address v
» User-Principal-Name v [UPN W

<

4. In the Edit Claim Rules dialog, click on Add Rule. Under the Claim rule template, select Transform an Incoming Claim.

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:
[ Transfomm an Incoming Claim v
Claim rule template description:
the Transf I g Claim rule late you can select an incoming claim, change its claim

Using
type, mdopbmdyd‘lmgelsdmvdue For example, you can use this rule template to create a rule
Mﬂmdalﬂedmﬂhﬁemedmvduedwmgmdm You can also use this
nktomdamdmmadmm&'ﬁt&m when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
mgid‘dml.:bmbasedmﬁewmued Faor mare information on the sources of incoming

< Previous || Next > || Cancel
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5. On the next screen, Configure Rule:
a. For Incoming claim type, select E-mail Address.
b. For Outgoing claim type, select Name ID.

c. For Outgoing name ID format, select Email.

Configure Rule

Steps You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can

@ Choose Rule Type also map an incoming claim value to an outgeing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

@ Corfigure Claim Rule

Claim rule name:

[Map Emai address to NameID
Rule template: Transform an Incoming Claim

Incoming clam type: [E-Mai Address v
Incoming name 10 format: |Unspec:1'fied A |
Outgoing claim type: [Name 1D v]
Outgoing name |D format: Email v]

(@) Pass through all claim values
(O Replace an incoming claim value with a different outgoing claim value

Incoming claim value: | |

Qutgoing claim value: | | Browse. ..

() Replace incoming e-mail suffix claims with a new e-mail suffoc

New e-mail suffix: | |

Example: fabrikam com

| <Previous || Finish || Cancel

6. Leave Pass through all claim values checked, as it is by default. Click Finish.
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7. The Edit Claim Rules dialog should appear as follows. Click OK to finish creating the rules.

Issuance Transform Rules | Issuance Atherization Rules | Delegation Autherization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name Issued Claims
1 Get LDAP Attributes E-Mail Address,UPN

2 Map Email address to NamelD Name 1D

* =]

Add Rule... | | EdtRue.. | | Remove Rule..

Adjusting the Trust Settings

You still need to adjust a few settings on your Relying Party Trust. To access these settings, select Relying Party Trust and select
Properties from the Actions sidebar. In the Advanced tab, make sure SHA-256 is specified as the secure hash algorithm.
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