
AMP FOR ENDPOINTS SSO FOR ACTIVE DIRECTORY

Overview
The AMP for Endpoints Single Sign-On (SSO) feature streamlines the user login process while enhancing security. This user guide will 
help you configure your AMP for Endpoints Console to use SSO with Active Directory.

Set Up Active Directory 2012 ADFS
This guide assumes you have already completed your Active Directory Federation Service (ADFS) connection with the AMP for Endpoints 
Console. There are additional steps required to complete the setup.

For additional information on setting up and using ADFS see the AD FS Content Map Technet Article.

Add a Relying Party Trust
Once you have set up the ADFS connection, the connection between ADFS and the AMP for Endpoints console is defined using a Relying 
Party Trust (RPT).

1. Select the Relying Party Trusts folder from ADFS Management and add a new Relying Party Trust from the Actions sidebar.

2. Click Start on the wizard to begin the setup.
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3. Choose Import data about the relying party published online and enter the entity ID URL. In the example shown, this is: 
https://auth.amp.cisco.com/auth/metadata/service_provider.
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4. Click Next and verify the Display name (ensuring it is one that you will recognize in the future), along with any notes you my want to 
make.

5. On the next screen, you can configure multi-factor authentication but it is not required at this stage. Click Next.
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6. On the Choose Issuance Authorization Rules screen, select Permit all users to access the relying party. Click Next.

7. Configuration of the relying party trust is now complete. On the Advanced tab select SHA-256 for the Secure hash algorithm.
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8. On the Monitoring tab make sure the metadata URL is correct.. 

9. On the Encryption tab verify the certificate information.
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10. Check the Endpoints tab. Once you are satisfied that the settings are correct, click Next. 

11. On the final screen, click the Open the Edit Claim Rules check box then click Close.
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Create a Claim Rule
1. In the Edit Claim Rules dialog, click on Add Rule. This will open the Choose Rule Template screen. In the Claim rule template 

drop-down, click Send LDAP Attributes as Claims. Click next to go to the Configure Claim Rule screen.

2. On the Configure Claim Rule screen, select Active Directory as your attribute store. Then do the following: 

a. In the first row of the LDAP Attribute column, select E-Mail Addresses. 

b. In the first row of the Outgoing Claim Type column, select E-Mail Address. 

c. In the second row, of the LDAP Attribute column, select User-Principal Name. 

d. In the second row of the Outgoing Claim Type column, select UPN.
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3. Click Finish to save the new rule.

4. In the Edit Claim Rules dialog, click on Add Rule. Under the Claim rule template, select Transform an Incoming Claim.
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5. On the next screen, Configure Rule:

a. For Incoming claim type, select E-mail Address.

b. For Outgoing claim type, select Name ID.

c. For Outgoing name ID format, select Email.

6. Leave Pass through all claim values checked, as it is by default. Click Finish.
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7. The Edit Claim Rules dialog should appear as follows. Click OK to finish creating the rules.

Adjusting the Trust Settings
You still need to adjust a few settings on your Relying Party Trust. To access these settings, select Relying Party Trust and select 
Properties from the Actions sidebar. In the Advanced tab, make sure SHA-256 is specified as the secure hash algorithm.
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