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Introduction 

The following scenarios describe encounters with previously unknown malware 
threats in the wild, in which Cisco AMP for Endpoints observed command line 
argument sequences that allowed us to identify the threats based on indicators of 
compromise. We demonstrate how AMP for Endpoints is used to trace the 
attacks back to their initial infection vectors, and to identify the possible malware 
variants associated with the attacks. 



 
 

Cisco AMP for Endpoints Command Line Capture 
 

4 

The First Attack 

The first attack involves a malicious document, which when opened causes 
Microsoft Word to launch Powershell, indicating a potential exploitation or 
Visual Basic Macro compromise. Upon execution, Powershell downloads and 
executes a variant of the Kovter trojan. The trojan family is identified using 
command line argument patterns observed to be executed by mshta.exe, 
which is then confirmed by reviewing the execution report for the file in AMP 
Threat Grid. 
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Detection and Remediation 

The first page you see after logging into the FireAMP Console is the Dashboard 
Overview. This page displays recent file and network detection events from your 
FireAMP Connectors. It’s a convenient summary of the major trouble spots in 
your FireAMP deployment, which allows you to perform triage to determine 
which computers are in most need of immediate attention. 

The Indications of Compromise section on the Dashboard Overview helps with 
triage by listing the computers with multiple events, or with separate events that 
correlate with certain types of infections.  

In our scenario, we see that the top computers with indications of compromise 
have experienced Generic IOC detections. 

Since computers at the top of the list are considered to have more severe 
compromise indicators than those lower down on the list, we start at the top.  

To begin the incident response process, click the information icon next to the 
computer name in the list, and select Device Trajectory. 
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Tracing the Attack 

Upon opening the Device Trajectory for one of the Generic IOC Detections we 
see an Indication of Compromise due to Microsoft Word launching Powershell: 

 

 

The command line that starts Powershell is as follows: 
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Since Powershell is downloading and executing a file, we see another indicator 
of compromise trigger: 

 

 

Shortly after this we see mshta.exe being launched with the following 
command line: 

 

 

Javascript is being passed to mshta.exe to be evaluated. It is using a 
WScript.Shell ActiveX object to execute values being read from the 
“HKCU\software\HoarRyq\SwKG8k” registry key.  

This is a technique used by malware such as Poweliks and Kovter. The actual 
malware is stored in the form of a DLL in a registry key. It is then directly 
injected into the memory of a process using Powershell. From Device Trajectory, 
it can be seen that MSHTA is launching Powershell with the likely intention of 
injecting the DLL into the memory of a running process: 
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Next, Powershell creates regsvr32.exe and makes a number of outgoing 
connections indicating that it has now been infected: 

 

 

As we continue, we see another dropped binary from Powershell: 
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The behavior of this file has been previously analyzed in AMP Threat Grid. 

If we select File Analysis from this menu, we can view the accompanying 
analysis report. As you can see, based on the provided output of the AMP Threat 
Grid report, we can confirm that this is a variant of the Kovter trojan: 
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The Second Attack 

The second attack involves a Meterpreter infection, which is a commonly used 
tool for penetration testing and red team engagements. This binary requires a 
privileged context in order to operate freely within the infected system. A 
privilege elevation tactic is detected using an indicator of compromise that looks 
for patterns used by this tool within captured command line arguments. Prior to 
this detection, a malicious dropped DLL is observed, which is later confirmed by 
AMP Threat Grid analysis to be a Meterpreter binary.  
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Tracing the Attack 

Upon opening the device trajectory we see an indicator of compromise trigger 
showing that a possible privilege escalation attempt may have occurred: 

 

 

This triggered due to the following command line capture pattern: 

 

 

Moving backward through device trajectory, a binary can be seen making 
connections to Port 4444, which is the default Metasploit callback port: 
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This binary drops a DLL: 
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To open the report in AMP Threat Grid, right-click on the SHA256 of the DLL in 
the Device Trajectory, and select File Analysis: 

 

 

We can see in the analysis details that the rendered report’s behavioral indicator 
“Artifact Flagged by Antivirus Server” includes several mentions of Meterpreter: 
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The above confirms our suspicions that this is indeed a Meterpreter infection. 
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Summary 

These scenarios highlight the power of AMP for Endpoint’s command line 
argument capture functionality. This is further complemented by the analysis 
capabilities of AMP Threat Grid, which can be used to gain critical, in-depth 
insight into a sample’s behavior, while also providing an avenue for malware 
family classification. This functionality greatly assists in incident response 
scenarios where infections and their families need to be rapidly identified. 


